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Incidents/Articles of Note:

Person Climbing Dominion Energy Power Line Prompts Outage In Reston, VA.
Federal Authorities Helping With Investigation Of Ransomware Attack That Is
Slowing City Services

EBLIr igating Hacking Threats At Pennsylvania Water Systems

National Security Agencies Warn Of 5G Network Vulnerabilities, Adversary
Influence

Colonial Pipeline Attack Spotlights Risks Of Geographically Dispersed Networks
In An Industry That Is ‘Far Behind’

Tools and Resources
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This is an open-source product. Redistribution is encouraged.
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"Awareness Through Information Sharing"

This product is the result of collaboration and cooperation with the Hanover County Sheriff's
Department.
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
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https://fusion.vsp.virginia.gov/vfcshield/ciaware-may-2021/
https://www.restonnow.com/2021/05/10/morning-notes-86/
https://tulsaworld.com/news/local/federal-authorities-helping-with-investigation-of-ransomware-attack-that-is-slowing-city-services/article_c9acf762-b19a-11eb-b143-df4cd5366eb3.html
https://www.wtae.com/article/fbi-investigating-hacking-threats-at-pennsylvania-water-systems/36386504
https://www.defensenews.com/battlefield-tech/it-networks/5g/2021/05/10/national-security-agencies-warn-of-5g-network-vulnerabilities-adversary-influence/
https://cra.omeclk.com/portal/wts/ugmcnr-dDEaqqs-%7CqVDcg0k0F6qQ9nwwmspmh7a
https://www.cisa.gov/energy-sector
https://www.cisa.gov/critical-infrastructure-vulnerability-assessments
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://fusion.vsp.virginia.gov/vfcshield/ciaware-may-2021/
https://fusion.vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/sar
mailto:dante.robinson@vsp.virginia.gov

